USAFACFS Meno 25-10

DEPARTMENT OF THE ARWY
HEADQUARTERS, U.S. ARMY FI ELD ARTI LLERY CENTER AND FORT SI LL
FORT SILL, OKLAHOVA 73503

USAFACFS Menor andum 13 Apri
1998
No. 25-10

| nf ormati on Managenent: Tel ecomruni cati ons
PERM SSI BLE USE OF FEDERAL GOVERNMENT COVMUNI CATI ONS RESOURCES

1. PURPCSE. To establish policy on the authorized use of
Federal Gover nnent comruni cati ons resources.

2. REFERENCE. DOD 5500.7-R, 30 August 1993, Joint Ethics
Regul ation (JER).

3. GENERAL. Use of Federal communications resources (includes
Gover nnment owned and | eased tel ephones, facsimle machines,

el ectronic mail, and other access to the internet) will be for
of ficial use and authorized purposes only. Authorized purposes
may include personal use as permtted by Cdr, Fort Sill.

4., POLICY. The following will serve as policy for personal use
of Federal Governnment communication resources by Fort Sill
personnel . Supervisors may issue nore restrictive guidance.

a. The follow ng personal conmunications are permtted.
(These are normal conmuni cations that are nostly nade from work
pl ace.)

(1) Checking in wth spouse or children.

(2) WMaking nedical, hone, and/or autonobile repair and
sim | ar appointnents.

(3) Making bank or other financial transactions.

b. In order to not adversely affect the perfornmance of
official duties, permssion is subject to the follow ng
condi ti ons.

(1) Wenever possible, do it before or after your work hours
or during lunch or other authorized breaks.

(2) If made during your normal work hours, keep the
comuni cations infrequent and short.

(3) You may not incur any |long distance tolls or other usage
fees chargeable to the Governnent. You nust use toll-free
nunbers or charge the conmuni cati ons or access or other fees to
your personal credit card.



1
USAFACFS Meno 25-10, 13 April 1998

(4) This perm ssion does not extend to personal
comuni cations to solicit business, advertise, or engage in other
selling activities in support of private business enterprises and
fundrai sing activities (other than those permtted by paragraph 2
of this nmenorandum). Do not use communi cations resources when
their use would reflect adversely on the Arny (i.e., uses
i nvol vi ng pornography, chain letters, unofficial advertising,
soliciting or selling except as authorized bulletin board
established for such use, violations of statue or regul ation,
i nappropriately handled cl assified information; and ot her uses
that are inconpatible with public service).

(5) Do not send group electronic mailings to offer itens for
sal e or other personal purposes (e.g., selling an autonobile or
renting a private residence). Do not send group electronic
mai | i ngs to announce events sponsored by a non-Federal entity
wi t hout prior approval of your supervisor.

c. Internet information/web sites contain trenmendous anmounts
of information. Subject to restrictions in paragraphs b(1)
t hrough (5) above), the foll ow ng apply.

(1) You can use your computer to access and use internet
resources for professional devel opnent purposes, subject to
ensuring your primary duties and m ssions are acconpli shed.

(2) You can use your computer to access and use internet
resources for personal reasons, such as routine E-Miil
correspondence with your children away at college, reading a
busi ness magazi ne, or checking stock quotes. You may do this
only before and after working hours or during lunch periods or
ot her authorized breaks during the work day.

d. In certain cases, your supervisor may authorize you to
use E-Mail and other internet access in support of your personal
and private participation in non-Federal and not-for-profit
pr of essi onal organi zations, subject to the limtation indicated
above (See Reference).

e. Do not use communication resources to forward chain
|l etters or any other type of material that does not fall under
provi sions of this nmenorandum or referenced DCOD directive.

f. Use of Governnent comrunications resources is with the
under st andi ng that such use is not secure, not anonynous, and
serves as consent to nonitoring.
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